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        Abstract


        The creation of a digital, Diagnostic Radiology, teaching file system is reliant upon a process for selecting, anonymizing, and exporting Digital Image and Communications in Medicine (DICOM) images from a clinical Picture, Archive, and Communication System (PACS) to the teaching file.


        A local version of the Medical Imaging Resource Center - Teaching File System (TFS) from the Radiology Society of North America (RSNA) was deployed to create teaching files. Philips, Intellispace PACS, was the source of the DICOM images.


        The image capture, anonymization, and export processes to prepare images from PACS for the TFS were mediated by a web-based application, the Teaching File Transfer Tool (TFTT).


        Technical strategies for protecting the confidentiality of patient information when building a Diagnostic Radiology digital teaching file are presented. The educational benefits of these technologies have a significant impact upon future patient care.
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        Introduction


        The Radiological Society of North America (RSNA), Medical Image Resource Center - Teaching File System (TFS), a server-based application was deployed to create Diagnostic Radiology teaching files.


        The source of the images for the TFS was Philips IntelliSpace Picture Archive and Communications System (PACS) (version 4.4, Philips Healthcare Informatics Inc., Foster City, USA). The Digital Imaging and Communications in Medicine (DICOM (.dcm)) image was the file type extracted from PACS. DICOM is an internationally recognized image file format that is used by imaging equipment manufacturers and PACS vendors [1]. Using the DICOM format also allowed us to display the teaching file images on a locally hosted, HTML-5, DICOM viewer, outside of the teaching file server.


        A web-enabled software application was developed and deployed, the Teaching File Transfer Tool (TFTT). The TFTT has DICOM image extraction, anonymization, and editing amalgamated in an integrated software solution (Figure 1). The TFTT communicates with the Philips PACS via an Application Programming Interface (API). The TFTT extracts DICOM images from PACS and first pass anonymizes them at the time of extraction. The user can then review the images and edit them for confidentiality issues, apply annotation(s), crop, and/or blackout portions prior to the revised images being anonymized a second time when they are exported to the TFS.


        
          [image: ] Figure 1: "About TFTT", splash page. View Figure 1

        


        It is imperative that any strategy used for teaching and research activities safe-guards patient personal health information. This application was approved by our local health authority and the Privacy Commissioner of the province prior to its deployment.


        The North American federal legislation pertaining to management of digital patient health information will be discussed in Section 1. Section 2 will discuss the technologies deployed to protect personal health information and develop a successful Diagnostic Radiology teaching file.


        Section 1 - Federal Legislation (North America) Governing the Use of Patient Health Information


        Personal information protection and electronic document act (PIPEDA)


        This Canadian federal legislation came into effect January 2001. It stipulates how digital personal information should be handled by businesses and by public sector organizations [2]. PIPEDA defines "personal information" as information that describes an identifiable individual. The regulations therefore relate only to information that is directly linked to a person. Health information that has been "de-identified" can be used without obtaining prior consent for secondary purposes such as teaching and research [3].


        Cline, et al., in Computer World, analyzed federal health legislation in Canada and the United States [4]. According to Cline, PIPEDA only provides limited guidance on how health information should be de-identified. Principle 5, Section 4.5.3 of Canada's federal privacy law, PIPEDA, states: "Personal information that is no longer required to fulfill the originally identified purposes should be destroyed, erased, or made anonymous. Organizations shall develop guidelines and implement procedures to govern the destruction of personal information" [4].


        Health insurance portability and accountability act (HIPAA)


        HIPAA is federal legislation that covers the use of personal health information in the United States. HIPAA provide useful guidelines on de-identifying health information and it is very specific about how this should be done. HIPAA defines a set of direct identifiers and for a data set to be de-identified it must be stripped of all elements described by the list of direct identifiers (Table 1). This lists include obvious identifiers such as names and medical record numbers, and less obvious identifiers such as service dates and geographic subdivisions smaller than a state. As HIPAA is much more detailed and highly prescriptive, it was the standard for anonymization utilized for this project [5].


        
          Table 1: Density grades in male group. View Table 1

        


        Technical Solutions for Safeguarding Patient Information


        Image file format


        The TFS is capable of storing and displaying images of common file formats: PNG, JPG, DICOM, GIF, etc. To minimize the risk of anonymization problems related to multiple files types, only DICOM images were used.


        If images of other formats were felt to be important for a teaching file case, they were converted to the DICOM format by the TFTT, e.g. JPG image converted to DICOM and anonymized.


        DICOM header


        DICOM images have text-based metadata called a DICOM header which stores tag-value pairs e.g. the tag, "Person Name [0040, A123]" denotes the text value "John Doe". The DICOM tags for an image are standardized internationally, but they can vary somewhat between institutions, modalities, and image sources.


        Overview of teaching file creation software


        PACS APIs: The Philips Intellispace 4.4 Picture Archiving and Communication System (PACS) (Foster City, USA) was the primary PACS used to source DICOM images. The central role that the PACS plays in radiology means that teaching file creation must include a mechanism for moving DICOM images from the PACS to the TFS.


        A web-based API was developed for the PACS. The primary purpose of the API was to allow PACS users to extract images for handling in the TFTT. The API adds new menu options in PACS that are available when right-clicking on an image (Figure 2). The following PACS Menu operations for the TFTT are displayed by the APIs:


        
          [image: ] Figure 2: The Teaching pull down menu in PACS. View Figure 2

        


        Create a new case. When this option is selected the TFTT is started. A new folder is created for the case on the user's local computer.


        Open an existing case. This option allows the user to select a previously created local image folder on their computer. The TFTT is started and the directory path for the case folder is sent to the TFTT.


        Export a single DICOM image. The selected DICOM image is automatically anonymized and written to the current local folder.


        Export a DICOM series. The images from a related series i.e. Computed Tomography, Ultrasound, Magnetic Resonance, etc. are written to the current local folder.


        The images transferred for the single image and series image processes are first pass anonymized and held in the local folder. An image of the contents of the local folder is provided in (Figure 3). The anonymized images are stored in both DICOM and JPG format in the local folder. After image annotation or editing is completed in the TFTT, the images are second pass anonymized and sent to the TFS.


        
          [image: ] Figure 3: The local folder holds the images after first and second pass anonymization. An example of the anonymized jpeg and dcm images is provided. View Figure 3

        


        DICOM image anonymization


        The TFTT uses a comprehensive approach for de-identifying DICOM headers: The open-source MIRC - DICOM Anonymizer, developed and released by the RSNA, was integrated into the TFTT. The MIRC Anonymizer is highly customizable, allowing developers to select DICOM tags and to specify how their values should be transformed. For example, tags can be removed, new values can be assigned to tags, or hash functions can be applied to transform their original values.


        When images are initially transferred to the TFTT, they are first pass, HIPAA compliant, anonymized, with three exceptions: 1) The station name is preserved, ([0008,1010] Station Name), 2) The institution name is preserved ([0008,0080] Institution Name), and 3) Unique Image Identifiers (UIDs) are preserved. The station name and institution name are used to flag images when de-identification of pixel data is needed. The original UIDs are used by the authoring tool to correctly group and sort sequential images that are part of a series.


        Prior to sending the case to the TFS, all images are anonymized a second time so that values associated with HIPAA direct identifiers, including those that were preserved during the first pass, are removed. DICOM images often have file names that match the value stored in tag [0008,0018] SOP Instance UID. The anonymizer replaces this value using a hash function, and the file name is changed so that it is identical to the new value.


        If anonymization errors occurred with the MIRC Anonymizer, the user was notified, the image was removed from the case and placed in quarantine in the local folder, and a yellow quarantine banner was displayed on the thumbnail icon in the TFTT. The quarantined image cannot be passed to the TFS from the TFTT.


        De-identify pixel data: The TFTT includes an image editing feature for removing patient information from image pixel data in DICOM, PNG, JPG, and GIF images.


        Embedded pixel data is encountered with any modality that captures and stores images as screen captures. This TFTT feature works with single-frame DICOM images and also allows users to make changes to DICOM multi frame image series by automatically applying image transformations to all frames in the image stack. The TFTT supports the following pixel de-identification operations:


        Blackout: Users select a rectangular region in the image, and when the blackout transformation is applied, the color in the selected pixels changes to black.


        Cropping: Users select part of the image and once the crop transformation is applied the image dimensions change removing all pixels that fall outside of the selected region.


        Saving: When transformations have been applied, the user can to save the changes. Once the changes are saved, they become permanent, and the original image cannot be restored. Figure 3 illustrates the editing features of the TFTT (Figure 3).


        
          [image: ] Figure 4: The editing features of the TFTT are illustrated. All of the functions available are displayed in the top of the image i.e. circle, arrow, blackout, crop, etc. View Figure 4

        


        Validation of image anonymization


        Images and image series from the following modalities: radiography, fluoroscopy, angiography, ultrasound, computed tomography and magnetic resonance imaging. Were selected from PACS to assess the effectiveness of the anonymization process.


        Firstly, the contents of the original, raw. DICOM header was saved for review. Secondly, the first pass anonymized images were stored in the local folder. Lastly, after image editing in TFTT, the second pass anonymized images were saved for analysis. Hence, the DICOM header information was compared and contrasted for the three unique file types- raw image, first pass anonymization, and second pass anonymization. The DICOM metadata headers were analyzed using an open-source DICOM image viewer Horos (GNU Lesser General Public License, Horos, version 3.3 [6].


        All HIPAA level DICOM tags were successfully anonymized for both the first pass and second pass image sets. The anonymization process was successful for all modalities investigated (radiography, fluoroscopy, angiography, ultrasound, computed tomography and magnetic resonance imaging). An example of the anonymized DICOM header for an abdomen x-ray has been provided in Figure 5. The raw image DICOM header for this X-ray consisted of 119 tags which were anonymized and diminished to 35 tags.


        
          [image: ] Figure 5: An image of the Post-TFTT anonymized DICOM head file for an abdomen X-ray. View Figure 5

        


        Discussion


        Anonymization of DICOM images is a challenge encountered by those desiring to utilize this file format for teaching and research. Aryanto, et al., highlighted the inadequate performance of a variety of non-commercial DICOM anonymizers that they evaluated [7]. Aryan to evaluated ten non-commercial DICOM anonymizers and found the following, "Only one tool was able to de-identify all required elements with the default setting. Not all of the toolkits provide a customizable de-identification profile. Six tools allowed changes by selecting the provided profiles, giving input through a graphical user interface (GUI) or configuration text file, or providing the appropriate command-line arguments. Using adjusted settings, four of those six toolkits were able to perform full de-identification" [7].


        The TFTT allows for successful, HIPAA compliant, two pass anonymization of images from a local version of Philips Intellispace PACS. This functionality is facilitated by the web-enabled application and two desktop APIs that link the TFTT to Philips Intellispace PACS. The anonymized images can then be uploaded to the TFS to create Diagnostic Radiology teaching file cases.


        Teaching file cases from our local TFS server, published to the public domain, can be accessed at: https://mistrprodnew.usask.ca:8443/query


        A supplemental, HTML-5, DICOM viewer that displays only DICOM images for teaching and learning, can be accessed at: https://mistr.usask.ca/odin/


        Both of these teaching resources have robust search tools to interrogate the database for user specific requirements. Individual images, or series of images, can be downloaded for personal use from either site and each teaching case has a unique url that can be embedded in word processing documents (Word, Pages, etc.), PDFs, presentation software (PowerPoint, Keynote, etc.), and web sites, to facilitate teaching and learning. Patient care is enhanced as learners at multiple levels of heath care education (undergraduate and postgraduate) have access to peer-reviewed, anonymized teaching cases with images that can be used for a wide variety of teaching and learning activities.


        Declaration of Interest


        None.


        Funding Sources


        The development and deployment of the TFTT, the associated APIs and plugins, the TFS server, the ODIN server, and the software coding for this project was jointly funded by the College of Medicine, University of Saskatchewan and SaskTel via the Royal University Hospital Foundation.


        References


        
          	National Electrical Manufacturers Association (NEMA), The DICOM Standard.




          	The Personal Information Protection and Document Act (PIPEDA). Government of Canada.




          	von Zweck C (2001) Privacy and health information-what are the issues? Occupational Therapy Now 13.1: 25-32.




          	Cline J (2009) Privacy matters: When is personal data truly de-identified? Computer World.




          	Summary of HIPAA privacy rules. U.S. Department of Health and Human Services.




          	Horos DICOM viewer.




          	Aryanto KYE, Oudkerk M, Van Ooijen MPA (2015) Free DICOM de-identification tools in clinical research: Functioning and safety of patient privacy. Eur Radiol 25: 3685-3695.



        

        

      

    

  

